
 FIVE STEPS TO 
 MANAGE CYBER RISKS



CYBER SECURITY IS CONSTANTLY 
CHANGING – AT A RAPID PACE
Today’s organizations are at risk. The persistent rise in security threats combined with 
limited internal security resources and the increase in regulatory compliance makes it 
essential for organizations to think strategically when prioritizing IT security initiatives.

Increased digitalization of company sensitive information makes the IT-environment 
the primary arena for information theft and directed intelligence gathering.

Traditional cyber security defence mechanisms like firewalls and antivirus programs 
shields organizations from known viruses and malware. These security devices are 
all necessary, part of basic security hygiene, but alone, they do not provide sufficient 
protection in today’s high-risk environment.

At Combitech we work together with our customers to enhance visibility and develop proactive, comprehensive 
insights to support decision making. We deliver the security governance, technical expertise and knowledge 
needed to help our customers detect and monitor threats in a co-managed or fully managed set-up assisted 
by an incident response team to help respond and recover when an incident takes place.

By analyzing and enriching data with reliable threat intelligence, our approach enables us to rapidly detect and 
respond to variations from our customer’s normal behavior.

1  Identify Your Risk Profile
Our Managed Security Service is designed to help our customers with the challenges of modern cyber security. 
Our comprehensive services start by identifying their risk profile based on the most critical data and assets to 
make sure the fundamental basis of our analysis is focusing on each customer’s crown jewels.

 � Identify their threat landscape

 � Identify their Risk Profile

 � Identify their critical data and systems

 � Identify their cyber security maturity level and roadmap

2  Identify Assets, Collect and Correlate Data
It is our recommendation to get a full view of all assets with related vulnerabilities, marked with criticality.  
A vulnerability scan of the customer’s infrastructure integrated in the services  is therefore necessary to get  
the right visibility.

 � Discovery Scan: Identify the customers CMDB and identify the criticality of each asset 

 � Vulnerability Scan: Identify vulnerabilities  in all systems 

 � Integrate logs from standard security systems and critical assets to enable the visibility needed to detect 
abnormalities.

 � Correlate data from all systems



3  Enrich Correlated Data and  
Security Intelligence Analysis

We recommend that collected data is integrated with scanned vulnerability data and Combitech’s threat intel-
ligence subscription feeds. These, together with the right technology extends the value of the security invest-
ments. 

As part of Combitech’s monitoring services we ensure real-time correlation and analysis of enriched data sets 
using advanced analytical methods and purpose-built data repositories, allowing for earlier and more accurate 
detection of advanced threats. This helps to distinguish the real threats from noise and false positive alarms.

 � Integration of: Asset Data, Vulnerability & Patch levels, Threat Data & Configuration parameters

 � Integration of Global Threat databases & customized honeypots

 � Security Risk and Threat Analytics, Behavior Analytics & Artificial Intelligence Analytics

4  Valuable Customer Insights 
as our Main Managed Services

Combitech distribute analyzed data as Risk Prioritized Alarms, a Real Time Dashboard and Risk based  
Management Reports, to help our customers reduce the time to identify and respond to security incidents.

 � A defined critical asset with a related vulnerability identified by external threat feed needs a high alarm, 
whereas a low priority asset without a related vulnerability identified by external threat feed as a rule get a 
lower priority.

5  Combitech’s Global Incident Response Support
We help our customers to improve their cyber-response capabilities, establishing a high level of readiness 
through effective preparation, training and simulations.

Our Incident Response (IR) consists of two offerings complementing each other and serving the full customer 
spectrum in incident handling.

Combitech Incident Response Team (IRT) is a specialized task force dedicated to handling incidents where 
business critical information has been compromised. Combitech IRT increases efficiency of incident investiga-
tion and accelerates the return to a fully functioning and secure system.

Combitech Quick Remediation Services (QR) is a sub service of Combitech IRT where the need for evidence 
collection and investigation about the attack vectors, actors and or affected information is not required. The 
QR service focus is to eliminate the threat, minimize the damage and bring the system/s up in a secure man-
ner as fast as possible.

Combitech is also licensed to perform for example Common Criteria evaluations and PCI QSA audits. We offer 
consulting services from the deepest end of the technological spectrum to the creation of business processes 
in the field of information security.



ABOUT COMBITECH
Combitech is one of the Nordic region’s largest technology 
consulting firms, with nearly 1,900 employees in Sweden, 
Norway, Finland and Denmark. We combine technical 
expertise with in-depth industry knowledge, all-round 
capability and a particular focus on the environment and 
security. This results in customised, sustainable solutions 
for demanding clients who are active both in the Nordic 
region and internationally. Our clients mainly operate in the 
industrial and defence sectors, and the public sector.

ABOUT WATCHCOM
Watchcom is one of Norway’s leading knowledge companies 
in cyber and information security. Watchcom is a long-term 
development partner who has both expertise in raising aware-
ness and awareness among users, but also a stated ambition 
to spread knowledge about how businesses can protect 
themselves against advanced cyber attacks and unwanted 
security incidents. The company has 28 employees and is 
headquartered in Oslo.


